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Autonego/Speed/duplex

Port Management

Flow control

@) OTGUARD

Port-based/Protocol/MAC/Voice/Subnet VLAN

1T rHkRE
Flood TCP syn flooding, TCP ack flooding, UDP flooding, ICMP flooding, IP spoofing, ARP flooding
Port Scan TCP syn scan, TCP ack scan, UDP scan, Stealth scan

802.1Q

Network Scan

TCP network scan, UDP network scan, ICMP network scan, Non-echo ICMP network scan, ARP network scan

Hybrid VLAN, Egress control

Protocol Anomaly

Land attack, Invalid TCP flags, ICMP fragments, Smurf attack, TCP fragments

VLAN

Ingress/Egress tagging

Advanced Security

SMB-trace, SMB-scan, MAC flooding, ARP Spoofing, Unknown flood, IP-Screen

Operation VLAN (3.6K)

IPv6 Security

Host scan, Neighbor spoofing, DAD DoS

802.1ad VLAN Stacking (QinQ)

Spanning Tree

STP, RSTP, MSTP, PvST+, PvRST+

Port Protection

Storm control

Assigns maximum MAC

MAC address aging

records Login/Logout

IGMP snooping

v1/v2/v3

L2, L3, L4 header based classification

—— Accounting -
MAC filtering Command-fulfillment record
Duplicate MAC address learning prevention IP Source Guard
MAC learning Reserve MAC learning prevention Dynamic ARP Inspection
Static entry support Embedded RADIUS
Independent VLAN learning NAT Detection, OS Detection
Port Mirroring RSPAN . DHCP f||te-r|ng_
NetBIOS filtering
LACP - EtherType filtering
Link trunking Self loop detect/block
Link Aggregation LACP load balancing System Access
Trunk groups (8)
Members per group (8) A=A NHE
Static Trunk load balancing SNMP v1/v2¢/v3
Join/Leave, Multicast group (1K) SNMP Public MIB (System, Interface, IP address, UCD, Router(RFC- 1213),Protocol(TCP, UDP, SNMP, ICMP),

RFC1573 Private Interface MIB) Private MIB (Learning MAC table, security configuration)

SNMP Trap (Authentication, Port Link up/down)

8 CoS Queues per port

CLI Interface

Telnet, SSH, Console

Diffserv

EMS Interface

SNMP, Syslog, SSH

QoS

802.1P Priority

CoS, DSCP, IP Precedence

Authentication

RADIUS, TACACS+

802.1x, MAC auth, Web auth, Multi-setp auth, Fall-back auth

Priority Marking/Remarking

User Management

Login with password, Session timeout configuration, Multi user, Authority for each user, Multi-configure

Rate Limit/Shaping

L2/L3/L4 based filtering

Configuration and OS

OS update via TFTP

VLAN ACL

ACL

ACL filter naming

Time-Based ACL

Network Redundancy

ERPS(Ethernet Ring Protection Switching)

Jumbo Frame

Supported

Management
Logging Syslog server, Monitoring, Log threshold management, Log backup, System/Security log
Monitoring Port statistics, CPU/Memory usage, Watchdog, Temperature sensor
ubDLD
Others Device Control

DHCP Snooping
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