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TITLE: Measures for vulnerabilities of FR Configurator2 
We have taken measures in response to the security vulnerabilities that were identified in the 
inverter setup software "FR Configurator2". A software upgrade will be provided free of charge. 
Please contact a local Mitsubishi Electric representative. 

1．Identified vulnerabilities 

(1) When reading a tampered malicious project file (a file with saved information such as inverter 
models, parameter setting values) with FR Configurator2, the information in the computer 
executing FR Configurator2 may be stolen. 

(2) When reading a tampered malicious project file on FR Configurator2, FR Configurator2 may 
hang. 

2．Measures 

Download the "FR Configurator2" updated version from "Drive Products Inverters-FREQROL 
Download" and install it. 

https://www.mitsubishielectric.com/fa/download/software/drv/inv/vulnerability-
protection/index.html 

3．Risks when not taking measures   

 

 

 

 

 

 

 

 

 

 

  

＃1. Tamper project file 
＃2. Send the file by email 

＃2. Deliver the file through media 

＃3. Open the file with FRC2 

＃4. Information in the file is sent 

＃4. FRC2 hangs 

＃5. Information in the user PC is stolen 

User User’s files in PC 

Server 

Attacker 

https://www.mitsubishielectric.com/fa/download/software/drv/inv/vulnerability-protection/index.html
https://www.mitsubishielectric.com/fa/download/software/drv/inv/vulnerability-protection/index.html

