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3.4 EIVNCE IR SHE
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1. MLUFURLFZRULtraVNC Viewer (23725 .
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Load Delete Save as Save
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Misc Security Quick encoder Listen made SRULEN SHEE
Encoders Mouse and keyboard Display

Auto select best settings (need stable network) e MTESHTRE
Low CPU high bandwidth Less colors=less bandwidth

Raw Ulira Hextile Full Colors

256 Colors ﬁ’

High CPU middle bandwidth (lossless) :

Zlib ZlibHex gzc‘u s
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Vidde CPUlow bt o) e

Tight IRLE Video 4Grey Colors
High CPU lower bandwidth Black & White

DWRLE (Oxz - (Cxzvw [Ause zstd instead of zib @ 1L Monorir

Use CopyRect encoding

Zlib compression: |6
Use Cache Encoding
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Reset defaults

Jpeg Quality: [
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4 J33hSiteManager
4.1 “Z3Appliance Launcher

7ETH5 L E22%Appliance Launchers
1. LA FURL F#Appliance Launcher )z .
https://kb. secomea. com/docs/appliance-launcher
PR U
URLA 7 RE 5 15
2. PUTRBERF, {EHHEHL L %EAppliance Launcher.
3. BEESiteManagerffyHLE, fHFILANF 5% BT ELHLILANG RIS T teManager FIDEV L 11 .

LANE

F [ L 1]

SR THEAL SiteManager

-y

e Appliance Launcher{X7ESiteManager NWIEE ¥ E M AT LME . B 24SiteManager f At B BN, 518 H
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4.2 SiteManagerKI¥ItGiXE

47 5S1 teManager T i 15 % X Gat eManageri@ {5 T 5 1% &
1. RzhAppliance Launcher.
2. SRHEHUHERIS] teManager, ¥ I [Next ] #4240 .

#2) Appliance Launcher va.6 (Build 21403)
About

Select an Appliance to Configure

SiteManager 1135

(Click Mext if there is only one appliance listed)

X
sechmed

Device Mame

SiteManager

Selected: [ EN

Search | Refreshes the list of appliances

Sawe|Rebook |

I

“Device Name” H1&E7R “reboot to access” I, i j5SiteManagers

@Appliance Launcher v7.1 (Build 16444)
About

Select an Appliance to Configure

MAC Address Product
SiteManager 1139

Selected: ETIEN

Search | Refreshes the list of appliances

(Click Next if there is only one appliance listed)

Bit | <psck [

X
sechmed

reboot to access

SawelReboot |
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3. /EDEVLH [ GERE &M 1) (S $0E Ed, WE “IP Address” J% “Subnet Mask” , #idi[Next]4%4l.

#2) Appliance Launcher v8.6 (Build 21403) »
About sechmea

Enter LAN/DEV1 Parameters

Device Name (optional) IgteManagef
IP Address I 192.168. 3 . 12
Subnet Mask IZSE.ZEE.ZEE. 1]

To set LAM/DEV 1 parameters only, press [Save/Reboot]

To continue the Launcher press [Next =]

Advanced Options

Save!Rebootl

4. YEUPLINKIL 1 GEEP: & R 5 1) (S50 B b, 76 “Mode” s “DHCP” , 8k [Next] 44,

#2) Appliance Launcher v8.6 (Build 21403) *
About sechmed

Enter WAN/UPLINK Parameters

WAN/UPLINK Settings
Mode: IDHCP vI
’ IP Address: 0.0.0.0

Subnet Mask: |255255255255

Default Gateway: 0.0.0.0

— ISP Settings

Username: I
Password: I

Save/Reboot |
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5. DARMERWI-Fi, BrUAsi [Next] 4.

#2) Appliance Launcher v8.6 (Build 21403) *
About sechmed

Enter WAN2/UPLINK2 Parameters

~ WANZ/UPLIMK2 Settings
Mode: FFP b
IP Address: 0.0.0.0

Subnet Mask: |255255255255

Default Gateway: 0.0.0.0

ISP /WiFi Settings
SIM PIN Code:
APN:

WiFi 551ID:
WiFi Password: |

Exit | < Back I Next = | Save,l'Rebootl
|

6. tiGateManagerfIBHL B, #E “GateManager Address” . “Domain Token” & “Appliance Name” , Bagi[Next]#%
.

E Appliance Launcher va.6 (Build 21403) X
About sechbmea

Enter GateManager Parameters

GateManager Address: I = . DNSl

Domain Token: h = EmEE

Appliance Name: |FaaPP_TESTD1

’ Web-Proxy IP address: I ) , . DNSl

Web-Proxy Account: I

Web-Proxy Password: I

SavefRebook |

B P

« £ “GateManager Address” . “Domain Token” X E N, ZW.Secomeas F] K iEMIH THRME. Wil %E
1, 5% HSecomea N .
« H7E “Appliance Name” 1% & & PESiteManager T 75 I ZFK .
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7. #di[Save/Reboot 1444, (SiteManager i J3)

About

#2) Appliance Launcher v8.6 (Build 21403) x

sechmed

Finish

Press the [Save/Reboot] button to save your settings and reboot
the appliance.

Pressing Exit will exit the Launcher and no changes will be saved.

<Clide> - copy current settings to dipboard

Exit < Back
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4.3 Hii\EGateManager B S

Tl EGateManager KB E & O .
1. #SiteManagerfIUPLINK 13 11 13 132 i 132 DR G ) (O LAN L 44

BSESAL
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Ja s EAL SiteManager

2. SiteManagerRIBEFEFHER, FGateManager (8 MIIESL)G, W FFR, SiteManager EHLIISTATUSTR AT AR

I
STATUSZL AN KRS, UIAST teManager I RIRE M EHAFIE )8, K HGateManager @ W i%4 .
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5 ¥sjlAgent
5.1 % kGateManager

M HHLE FGateManager, T HLE .

1. A HLANEL 5% HES 1 teManager (lIDEV 1 25 LR EEE N IR S 12 W7 R 5t .
BeA, AETHEHL A LANSR 13 e v] 43 AR O LAN FE 25

ESERIE

GateManager =} — — — — —
5 H A
a
a
E
a
JAB AL SiteManager
. LANIE# 1Q-RuT g FE il 4 GOT2000
...... o DRI e HUBAR N2 I R 5t

2. idiSecomea’s il K% HL T HISHE H HIURLEERE, 4T TFGateManager ¥ 3¢ BT .
SRIGHTH “GateManager Portal” , F]JFGateManager ()& HH .

GateManagers1

Select a GateManager Service:

m . GateManager Portal

|

@ = LinkManager |

t@ . LinkManager Mobile |
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3. #idi[Choose Fileld4iehH, F5 5 v TS 2k R BN OTE B S0«
SRIG, HN HL TR IE SR ) s SR S, B [Login] 4440 .

GateManager

secbmea

GateManagerS1 Login
(@ Certificate: o file chosen

’ Remember Cartificate

() User name:

S —

’ Forgot password?

Login

|

4. BNTREZIEE AR K%, $if[Continue] Hebll.
FEVCERD I 2 0T R o

127 RF A B, AEHKANE PRGSO KR TRF (927 L 97

GateManager

secbmea

Change password

Select a new password for your account.

Username: admin_FA

New password: |

Repeat password: ‘ ..........

’ [[] Show password

|

sechmeq

“”» Ny
o

secbmeq
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5.

ATV SR, 7 B A s VR

A LT —T, Hi [Continue] #4411,
(1 HE T IR A A as A VR I N, b 75 24138 F J7 19— 1)

GateManager

sechmeq

You must accept Terms of Use to login.
You must accept the following Terms of Use before you can use the GateManager Server.
Q Secomea GateManager General Terms of Use

© Hosting Server Terms of Use
I have read and accept the General and Hosting Server Terms of Use.
’ Email a copy of the terms to Yamada.Yutaro@dn.MitsubishiElectric.co.jp.
sechmea

B )
IR B 33 R 1A A5 RO R AU B Secomea 2y 7] F H, T HIBAF 5 487N &

TG G SR R R DU m T, 35 By [Renew #2241, AT B S

GateManager

secomed

Login Failed

One-time password has expired.

Click Renew to receive a new one-time password.

« sechmed
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6. B ~GateManager B¢ P 1] ] .

EEE ¢ @B
& £3 MEIDEN g

5 Gisuiz
FAAPP_TESTO!

‘
& LinkManager: Click to Detect & ¥

O, (&= 4| @ -rasep_TEsTON in & Gisuiz

Name: FAAPP_TESTO1
Product:  SiteManager 1133 [Mobile broadband]
Serial: - -

Created:  2020-09-11 17:58

Source IP:  Ealaal.HNES NN

Firmwara: v1135_620442010 [ Public Release 9.3 ]

l (¥ SiteManager GUI ] g l @ Chatl [XDisable l [ i Delete ] l (B Ping l

Last heartbeat: ‘2-022—03—04 09:45:02 (1 minute 16 seconds ago) Next: 09:54:54 (in 06:27)

DEV1 port: 192.168.3.12/255.255.255.0
UPLINK port: 192.168.128.153/255.255.255.0 (UP)
UPLINK2 port: 0.0.0.0/255.255.255.255 (DOWN)
Expansion Slot: Signal: 31
SIM ICCID: o oor v semoeen
SIM IMSI: r =
Modem IMEI: 866803020413019
Uptime: 21 minutes 21 seconds
Date/time: 2022-03-04 09:44:55
CPU Load: 0.2%
Modem Temperature:  34.0°C
Temperature: 21.6°C
GatzManager - M
Address: -
Inputs: il =
UPLINK 100 Mbps

W GoteManoger secomea




N
BCN-E2113-0054-A

[ 17 /28 ]

5.2

B SiteManagerffjAgent

MGateManager [ ) [ T FFSiteManager (& HlHE [, % BAgent.
1. tiGateManager (IS HEME T H, ¥ SR7ESiteManager F ¥ B “Appliance Name” , 3732 [SiteManager GUI]H%

.

2 53 MEIDEN
5

T} > FAAPP_TESTO1

Pl

l Tree — Domain Administrator: admin_FA (MITSUBISHI TARO) _ My Accaunt I About ] Logoff I

O\ & = F Q’-FMPP_TESTDW méG\SU\Z

I Appliance I Agents I Backups I Alerts I Actions I Audit _

Name: FAAPP_TESTO1
Product:  SiteManager 1139 [Mobile broadband]
Serial: = mm

Created:  2020-09-11 17:58
Source IP: 2
Firmware: 1139620442010 [ Public Release 2.3 |

| = SiteManager GUI

7 [[©chat| [3pisable | [ Delete | [ @& Ping |

Last heartbeat:

2022-03-04 09:45:02 (1 minute 16 seconds ago) Next: 09:54:54 (in 06:27)
=

DEV1 ports
UPLINK port:
UPLINK2 ports

192,168.2.12/255.253.255.0
192,168.128,153/255.255.255.0 (UP)
0.0.0.0/255.255.255.255 (DOWN)

Expansion Slot: signals 31
SIM ICCID: = - =
SIM IMST:
Modem IMET: 266803020413019
Uptime: 21 minutes 21 seconds
Date/time: 2022-03-04 09:44:59
CPU Load: 0.2%
Modem Temperature:  34.0°C
Temperature: 3LEC
GateManager
Address:
Inputs: {l =

UPLINK 100 Mops

& LinkManager: Click to Detect & ¥

W GateManager sectmea

2. fESiteManager K& LM 1, Hids “5.Device Agents” HJ[Fix] %4l

Maintenance

SETUP » System

GateManager Routing DCM
About + Troubleshoot

Status Log »

SiteManager 1139 [Mobile broadband] - Setup Assistant

1. GateManager:

M

Uplink port:

il

4. DEV port:

5. Device Agents:

L

Chat / Scratchpad:

7. Admin Password:

Uplink2 (Mobile broadband):

152.168.128.153/24 (DHCP) Up

SQi26

192.168.3.12/24

Empty

OK

Connected to {UPLINK)

Edit

(&)
[edn |
D)

Down

Nao agents defined

’ Edit

d

You can open the Setup Assistant at any time by clicking on

in the top menu.

Note: If you click on [[JEN it shows specific help for the current configuration page.
Flease consult the online help as your first step in solving setup problems.
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3.

6.

i [Search] %41 .

Status Disable S/N

L S Eis: i

Status Disable S/N

SETUP .« System GateManager Routing DCM Maintenance Status Log
About + Troubleshaot

GateManager Agents - Setup Assistant

You can configure an agent to monitor a device connected to the SiteManager Serial part

and TCP/IP enabled davicas located on sither the DEV network or Uplink nebwark of the SiteManager.
Click [New], and give the Agent a name (this name will be what the LinkManager user will see),

and select 3 suitable device type (first vandor, then madsl). Then click on pid to specify

the device address and other relevant parameters.

The SiteManager will instantly try to connect to the device, and if successful the Agent will

go IDLE and appear on the GateManager and any LinkManager that have been granted access to the
domain of the SiteManager

If not successful, the Agent will repart an error, and the agent will not be registerd on
not on Li sithar,

Brass the [Search] buttan to search for Etharnet devices that are not yet handled by any Agent.

[E3 Unhandled Ethernet Devices

Using 0 of 5 agents

refesh | [ wew ||| searcn |

DL%I 3 B RSiteManager I 4645, AT “IP Address” A “192. 168. 3. 18” (GOT2000) f¥] [Add] #%4H .

@ Unhandled Ethernet Devices

IP Address MAC Address Manufacturer
192.168.3.18 E-ie stwmmm Bem Mitsubishi Electric Corparation

152.168.3.39 IS e B dll Mitsubishi Electric Corporation Y

Using O of 5 agents

Rafrash | l HNew I | Search |

WHE “Device Name” K “Device Type” , H.ii[Savel,

Device Name

Device IP & Parameters Tunnel DCHM Comment
F1 (arsatesh | v | ioisaais a n - D
save || mMew ][ Search
Device Name. Device Type Device IP & Parameters Tunnel DCH Comment
P it eiacties v | (o sariea) " R 15216810 cERT

Refresh | [ save || mew |[ search
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7. Ak “Enable VNC service” , Hidi[Save]d#4d.

SETUP « System GateManager Routing DCM Maintenance Status Log « HELP
About + Troubleshoot

"GOT2000" - Mitsubishi Electric Ethernet Agent - Setup Assistant

When you configure an agent ko monitor 2 TCP/IP enabled device located on either the DEV network
or Uplink network of the SiteManager, you must specify the device IP address below.

Click [Save] and then [Back] to make the SiteManager instantly try to connect to the device.

IF ot succassful, the Agent will report an error, and the agent will not be registared on
the d sub Iy not on Li a

| Help | [ continue setup =

Davics Addrass: =

152.168.2.18 |

Address on LinkManager: | |

Address on GateManager: | |

Alviays On:

Extra TCP ports: [ |

Extra UDP ports: [ |

Extra GTA Service: [ |

Enable WWW sarvice: [] LinkManager Only  [_] Mo OUTBUT1 signal

Enable VNC servica: (] LinkManager Only [ ] No OUTPUTI signal

Enable RDP service: (] LinkManager Gnly  [_] Mo OUTPUT! signal

Custom Settings: [ J

Back | [ Ping ]

’ * = Mandatory field
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6

J& 3hiLinkManager

6.1

f]#LinkManager F

TEGateManager [/ 23 i 1] H A1) 2L i nkManager F F
TEGateManager (18 B [H] HOE R SCE e, BB H [Create Account],

1.

2.

3.

BEE T ¢ ¢t Ham

FE Collapse
IFe" Expand

b Create Subdomain

3 Craate Account

L Create Alert

8 Create Action

HINBIZELinkManager | F TR L NG B G, i [Savel %41,

= ¢ | B - [New account]

l Tree — Domain Administrator: admin_FA (MITSUBISHI TARO) I

Q) (&=

=

lA:cuuu( Joined Domains | Audit

Account Name: [New account]

Account Role: LinkManager User v
Account =
orange: Simplified Chinese (BEFI0 v

Description: ’/7

Group Member: [

Parson Name:

Email:

Mobile:

Person Info:

Password

Creatad: 2022-03-04
changed:

Disabled: () Auto-Disable: 7
Authentication: | Certificate / Password v

Create Password Create Certificate
Message: ‘
4
Delver o [] [ Kato Hiroki2@mei.msw.co.jp

Zip Format: ]

[save || Cance |

Secomea’/A & [a]LinkManager F 7' /%32 B T~ B 4E: .
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6.2 &kLinkManager

PALinkManager F 7 & 1/ & % LinkManager.
1.

LinkManager

secomea

GateManager51 Login

@ Certificate: | i i, Il A0 v

O User name:

Passwor d:

Forgot password?

Login

secbmea
2. Hifi[Choose Filel#ehfl, 85 T MBHFFHANRIE 1330 4F
RJE, FN TR IE SR IS SR Y, i [Login 4% 4

LinkManager

secomed

GateManager51 Login

(@) Certificate:

Choose File |[No file chosen

Remember Cartificats

Forgot password?

sechmea
3. HIN TGS 3 TS, Hdi [Continue] 4441
VT 20T TR -

VA DS R NG R SEIINE '8 & S5 7 = o G AN SN AN )

LinkManager

; secbmeaq

Change password

You must select a new password for your account.,

Username: Userl

New password: |

Repeat password: ‘

’ () Show password

Password too weak

[ Comtinue |
b | sechmea

Jj In)Secomea A ) &i% £ LinkManager F 7 [ B T HE4E FR AURL, 4THF “LinkManager login” [, it [New]d%4H
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4. (WHICEFR, TR R
A% L7 —W, i [Continue],
(5 FH EL - IS A 3 A8 P VP Vs B N B, 38 TR B0 3% TR 7 1 — )

LinkManager

secbmea

You must accept Terms of Use to login.
You must accept the following Terms of Use before you can use the GateManager Server.
© Secomea GateManager General Terms of Use

© Hosting Server Terms of Use

I have read and zccept the Generzl and Hosting Server Terms of Use.
’ Email a copy of the terms to Kato.Hiroki2Z@mei.msw.co.jp.

e
n sechmea

WK e 3 RV EE RS A BOU IR MU 2 Secomea 24 7] ) LT~ BB S A8/N
RS R R s BLR T, 1 i [Renew [ 2L, AAT A .

LinkManager

sechbmed

Login Failed

One-time password has already been used for login.

Click Renew to receive a new one-time password.

b | sechmea
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5. 2 ~LinkManager ¢4 P 1] ]
BERF, BT FENL B R %25 LinkManager, BT DA EREITHI 2 R 77 Ro8 “LinkManager: Off” .

2EE ¢ @ Q| [«|=| 4| @ -rasrrTesTO1 In ) Gisuiz
E & ISUI2 [ Appliance Agents Audit
Name: FAAPP_TESTO1
Product: SiteManager 1138 [Mobile broadband]
Serial: | ]

Created: 2020-05-11 17:58
Source IP;  Sems am -

Firmware: v113%_ 620442010 [ Public Release 9.2 ]

[EﬁSiteManager GUI ] ? [ @ Chat] [ (8 Ping ]

T b AT e 2022-03-04 11:51:51 (1 minute 40 seconds ago) Next: 12:01:21

(in07:14) =
DEV1 port: 192.168.3.12/255.255.255.0
UPLINK port: 192.168.128.153/255.255.255.0 (UP)
UPLINKZ2 port: 0.0.0.0/255.255.255.255 (DOWN)
E: ion Slot: Signal: 31

-

® LinkManager: Off|% ¢

Q,] LinkManager sechmea
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6.3 “ZZ%ELinkManager
TETH 5L %35 L inkManager .

1. iLinkManager & FE [~ 77 555 1 5 37 4 o

= +
BeE % ¢ (@ Q| (| |4 & -rFaarp_TESTON In B GIsuiz
E‘-QISUQ [ Appliance Agents Audit
> FAAPP_TESTOI

Name: FAAPP_TESTO1
Product: SiteManager 1139 [Mobile broadband]
Sarial: L ] B 1F
Created: 2020-05-11 17:58

Source IP: EeEe sESiE
Firmware: v113%_520442010 [ Public Release 9.3 ]

’EESiteManager GUl ] ? ’ @ Chat] [ (8 Ping ]

Last heartheat: 2022-03-04 11:51:51 (1 minute 40 seconds ago) Next: 12:01:21

(in07:14) o=
DEV1 port: 192.168.3.12/255.255.255.0
UPLINK port: 192.168.128.153/255.255.255.0 (UP)
UPLINKZ2 port: 0.0.0.0/255.255.255.255 (DOWN)
E: ion Slot: Signal: 21 -

0
<0

® LinkManager: Off

g,] LinkManoger sechbmea

2. SoRVUFEE, #di[Install LinkManager]d%4l, TF#LinkManager )23 fe .

LinkManager

secdmed

Legacy LinkManager 7.x is running! [Gpen Console|

Click Install or Start below to activate the new LinkManager Client.

pr— pr— ——

3. AT, (EiFEHL L%l inkManager .

223N, FEAdministrator AR .

4. =E5MUs, RIEILLFE R, *d[Start LinkManager]4i4f.

LinkManager

sechbmea

LinkManager Client not running!

.« Install LinkManager | = Start LinkManager |

:ﬂ
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5. LinkManager & FEIH [ /£ N J7 \Wn i) “LinkManager: Off” 48’4y “LinkManager: Ready” o

= +
CRE ¢ @ Q) [¢|=| | @ -Faspp_TESTO in & GisUI2
IJ:-'— & ISUI2 [ Appliance Agents Audit
> FAAPP_TESTOI
Name: FAAPP_TESTO1
Product: SiteManager 1135 [Maobile broadband]
Serial: =ErErTmrn

Created: 2020-09-11 17:58
Source IP:  EeES SESsSE
Firmwara: w1139 620442010 [ Public Release 9.2 ]

’ [=E siteManager GUI ] ? [ () Chat ] ’ () Ping ]

Last heartbeat: ?itrllzg;lzaz—;]ill:Sl:Sl (1 minute 40 seconds ago) Mext: 12:01:21

DEV1 port: 192.168.3.12/255.255.255.0

UPLINK port: 192.168.128.153/255.255.255.0 (UP)

UPLINKZ port: 0.0.0.0/255.255.255.255 (DOWN)

Expansion Slot: Signal: 31 -

[ LinkManager: Ready | efl LinkManoger sechmea
b |
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7 mREEME

MLinkManager ) 2 [ 5 ZHVNCE i, mARRAE I W UR B2 I R 5

1. Vi [l Secomea /s &) K i% & LinkManager [ 7 B HLTHBAE S FURL, FTJF “LinkManager login” T, Foi7[New]$%4l.

LinkManager

secbmea

GateManager51 Login
® certfcate:

O User name:

Forgot password?

sechmea

2. Hili[Choose FilelHiehll, 85 T HBAF BN KHEF 301
RIE, FNGERMEN, BdilLogin] #4H.

LinkManager

sechbmed

GateManager51 Login

@ Certificate: o file chiosen
Remember Certificate

() User name:

Passwiord:
Forget password?

Login

sechbmed

3. S ELinkManager & B jG, 18 “GOT2000” , ik [VNC] H40l.

S

[EIT:-;‘E‘ AT [E\ Q (¢ = & coT2000 (FAAPP_TESTON) - 192.168.3.18 in & CIsUI2
& 53 clsuiz

e To)
& dp¥ FAAPP_TESTO1

II ¥ GOT2000 (FAAPP_TESTO1) - 192.168.3.18

Name: (GOT2000 (FAAPP_TESTO1) - 192.168.2.18

¥ GOTMail (FAAPP_TESTOT) - DEV1:25 > MAIL Product:  Mitsubishi Electric - Ethernet Agent

Firmware:  v09_vendor_620442010

[ connect | [ = www || =8 vne || =Riror | ¢

Last
heartbeat: (in00:44) 2

Serial: o —
Master: & FAAPP_TESTOL
Created:  2021-11-02 16:55
Source 1P: (il L]

-03-08 12:42:28 (7 minutes 52 seconds ago) Next: 12:51:54

Device Address:  182.168.2.18

Uptime: + hour 23 minutes 12 ssconds
& LinkManager: Ready d LinkManager sechbmeq
4. SRUTFEEE, i [UltraVNC] 34l
Launch vnc service options [ x

Select the method you want to use to connect to the VNC service on this device:

In-browser | UltraVNC I Other
(] Don't asl‘ agzin.
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5. UltraVNC Viewer(:imfEE 25, & RGOTHE .

NS HELOOF

TEEE AT R a2 BT

% AP10-VIDOO1AA- 1.004F
B2 FOGRE
EREIN SHIGE
B MTRIZ BT 1EE
e
BiQumm

Zb, FEFENUIRSIZ W R SR B B i e
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(CAARGES
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(il
The company names, system names and product names mentioned in this bulletin are either registered trademarks

or trademarks of their respective companies.

In some cases, trademark symbols such as ' or *® are not specified in this bulletin.
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